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4. Repeat for other namespace and right tap interface.

sudo ip netns exec qrouter-xxxxxxxx tcpdump -i qg-xxxxxx

5. In another terminal.

ssh cirros@vm2-ip
password: <password>
              
# ping the private IP address of vm1
ping ###.###.###.###

6. You will find encrypted packets containing ‘ESP’ in the tcpdump trace.

Troubleshooting

You can use the following information here for assistance with troubleshooting the VPNaaS service.

• When the VPN services and/or IPSEC site connections become hung in a PENDING_CREATE status, the problem might be with PLUTO processes under the router namespaces. Executing ipsec verify  under the respective router namespace will display OK for
listening on ports 500 and 4500. If ipsec verify  does not display the OK status, follow the steps included below.

1. Delete all pluto.pid and pluto.ctl files under /var/run/neutron/ipsec/<router-id>/var/run/
2. Restart ipsec service.

sudo service ipsec restart

3. Restart neutron-vpn-agent.

sudo service neutron-vpn-agent restart

Wait for a couple of minutes and run, ipsec verify  again. The status will be OK under router namespace for listening on ports 500 and 4500.

More Information

VPNaaS currently only supports Pre-shared Keys (PSK) security between VPN gateways. A different VPN gateway solution should be considered if stronger, certificate-based security is required.

For more information on the neutron command-line interface (CLI) and VPN as a Service (VPNaaS), see the OpenStack networking command-line client reference: http://docs.openstack.org/cli-reference/content/neutronclient_commands.html

For information on how to create an external network and subnet, see the OpenStack manual: http://docs.openstack.org/kilo/install-guide/install/apt/content/neutron_initial-external-network.html


