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Aruba Instant Upgrade Procedure

Upgrade Scenario One: IAP-Locally managed

Locally managed IAPs

= The IAPs will continue to serve clients, pass traffic and will be managed locally. However,
connectivity to Activate will be lost. This implies that the IAPs will not synchronize with any new
provisioning rules in Activate and will not get the new image information automatically from
Activate for the upgrade, using local WebUI.

= Since the automatic image check feature is disabled, for the affected version, you can obtain a
fixed version image file from your local file system or from a TFTP or HTTP URL. To upgrade locally

managed IAPs from the affected version to a fixed version, please follow the steps given below:

Note: Please ensure that you have taken a backup of the configuration from the IAP cluster before the
upgrade.

Upgrading an Image Using WEB Ul:

To manually check for a new firmware image version and obtain an image file, please follow the steps
given below:

e Navigate to Maintenance > Firmware. The Firmware window will be displayed.

On the latest ARUBA Instant OS:

SetMeUp-C5:8B:B0

Ll dashboard Firmware
Overview [=] Manual
Networks SteE 3: Current Versicn 8.5.0.3_72498 (Digitally Signed - Production Build)
Access Points G o Imageils
Clients Image URL Step 4:
) ¢ Configurssion Image file for new version (Centaurus) -i
ep 1: .
‘_ & Maintenance Reboot all AP after upgrade «@© Click on Browse to locate the image file
about
Step2: |~ Firmware [=] Automatic b

Configuration Check for New Version
Certificates

Reboot
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On the old Aruba Instant OS Web Ul for single IAP model cluster:

VIRTUAL

ctemn RF Security Maintenance | More~ | Help Logout
Maintenance Help

conTroLLer  SetMeUp E— : | E—
About | Configuration | Certificates | Firmware Reboot Convert
& 2 Networks Current Version: 5.5.4.9_67129 [Digitbs Step 2: [ Step 1:
Name - Clients atep Z2: ESSID ==
arubatest 3 Manual kkk ArubaAP
kkk 7 " ® Image file Image URL arubatest Arubasp
New Image file for new version (Taurus): A1 Gl
‘ < : kkk ArubaAP
. Browse .
F=. SetMeUp-C4:44:74 Step 3: -i Step 4: ] IDS  AirGroup  Configuration 1 Alert
#| Reboot all APs after upgrade
Info RF Dash Usage Trends
Name: SetMeUp-Cé:d. . Click on Browse to locate the image file Clients
Country code: IN Aut . o
virtual Controller IP: 10.30.156.35 Onel oy :
VC IPv6 Address: eE 0.0.0 rsion
VC DNS: 0.0.0.0 .
IP Mode: v4-only Step 5:
Management: Local
Master: 10.30.156.35
IPv6 Address: = 19:35  19:40  19:45  19:50
Uplink type: Ethernet
Uplink status: Up Throughput (bps)
Radius RFC3576 Listen Port: 3799 ”i:
10K
100
[
100
Close 10K
M
100M

Under the Manual section, please perform the following steps:

» Select the Image file option, this method is available for the single-class IAPs only.

The following examples, describe the image file format, for different models of IAPs:

For IAP-134/135 — Arubalnstant_Cassiopeia_6.3.1.1-4.0.0.0_xxxx

For RAP-108/109 and IAP-114/115— Arubalnstant_Pegasus_6.3.1.1-4.0.0.0_xxxx
For RAP-155/155P — Arubalnstant_Aries_6.3.1.1-4.0.0.0_xxxx

For IAP-220 Series— Arubalnstant_Centaurus_6.3.1.1-4.0.0.0_xxxx

For all other IAPs —Arubalnstant_Orion_6.3.1.1-4.0.0.0_xxxx

Select the “Image URL” option. Select this option to obtain an image file from a TFTP, FTP, or HTTP URL.

HTTP - http://<IP-address>/<image-file>. For example, http://<IP-address>/Arubalnstant_Orion_6.3.1.1-
4.0.0.0_xxxx

TFTP - tftp://<IP-address>/<image-file>. For example, tftp://<IP-address>/Arubalnstant_Orion_6.3.1.1-
4.0.0.0_xxxx
FTP - ftp://<IP-address>/<image-file>.
4.0.0.0_xxxx

For example, ftp://<IP-address>/Arubalnstant_Orion_6.3.1.1-
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On the latest ARUBA Instant OS, for a single IAP model cluster:

arv DQ SetMeUp-C5:8B:B0
Lnl Dashboard Firmware
Overview =] Manual
MNetworks Current Version 8.5.0.3_72498 (Digitally Signed - Production Build)

. Image file
Access Points g

Clients Step 3: ‘— + Image URL

€ Configuration URL (Centaurus) tftp://<IP-address>/Arubalnstant_Centaurus_8.5.0.5_73491 —j)| Step 4:
Step 1:
Reboot all APs after upgrade [ @
‘- f Maintenance Enter Image URL with preferred protocol option

About
Step2: |6 Firmware [=] Automatic b p5:

Certificates

Reboot

In case of a mixed IAP cluster, you will find multiple tabs to enter the URL based on the IAP type as
displayed in the image below:

QrUbQ SetMeUp-CA74:6C
Overview Firmware
MNetworks =] Manual
Accese Dointe Current Version 8.5.0.5_73491 (Digitally Signed - Production Build)
Step 3:
Client @~ URL for AP214/215/224/225/228/274/1275/277 (Centaurus) tftp://<IP-address>/Arubalnstant_Centaurus_8.5.0.5_73491

‘— URL for AP314/315/318/324/325/374/1375/377/387 (Hercules)

tftp:/f<IP-address>fArubalnstant_Hercules _B.5.0.5_73491

sten 1 & configur] Step 4:
ep 1:
Reboot all APs after upgrade ()
6— #5 Maintenance Enter Image URL with preferred protocol option
About
Step 2. | @ Firmware [=] Automatic b

Configuration Check for New Version
Cenrtificates
Reboot
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On the old Aruba Instant OS Web Ul:

VIRTUAL

em RF Security Maintenance | More- | Help Logout

Maintenance L

controLLer  SetMeUp E— E E |
About | Configuration = Certificates | Firmware | Reboot | Convert
] Step 1:
QS@ 2 Networks & | Current Version: 6.5.4.9_67129 [Digita\bigned - Production Build)
Name Clients ESSID Access Point
arubatest 3 . arubatest ArubahAP
Ir:kk 6 Step 3: Ii—v Tmage URL Step 2: L;Il:t :mEa:E
ew N ruba
|m ). st a arubatest Arubaap -
p://<IP-address=/Arubalnstant_Orion_6.3.1.1-4.0.0.0_xxxx e 4
F=. SetMeUp-C4:44:74 -‘ atep & a9 IDs AirGroup Configuration 1 Alert
pars T el «| Reboot all APs after upgrade
nfo asl
Name: SetMeUp-CH: | oo Enter Image URL with preferred protocol option
Country code: IN P
Virtual Controller IP: 10.30.156.35 Onep uto!
VC IPv6 Address: = ion
VC DNS: 0.0.0.0 .
IP Mode: wva-only Ste 5:
Management: Local
Master: 10.30.156.35 Q
IPv6 Address: = 21:10 21:15 21:20 21:25
Uplink type: Ethernet
uplink status: up Throughput  (bps)
Radius RFC3576 Listen Port: 3799 mi ’:
10K
100
o
100
Close 10K
1

On the old Aruba Instant OS Web Ul for a mixed IAP model cluster, multiple tabs will be displayed to

enter the URL based on the IAP type as below:

New version available System RF Security Maintenance | More- | Help Logout

ESSID

Enter Image URL with preferred

protocol option

Step 1:
Point
TGToup Configuration 1 Alert

VIRTUAL Maintenance
st P controLler | SetMeUp-CA:7+4
teepeis company
il ‘About | Configuration | Certificates | Firmware | Reboot | Convert
% 1 Network %) ) )
- Current Version: 6.5.4.3_61959 (Digit Step 2 ild)

Name — Clients ep 2:

SetMeUp (SetMeUp-CA:7. 0 Steg 3: Manual

= New URL for AP214/215/224/225/228/274/275/277 (Centaurus):
| t#tp://<1P-address>/Arubainstant_Centaurus_8.5.0.5_73491
URL for AP314/315/324/325 (Hercules):
[ thtp://<1p-address>/Arubainstant_Hercules _8.5.0.5_73491

Step 4: ¥l Reboot all 4Ps after upgrade
= SetMeUp-CA:74:6C

Autglaatic

info RF Dashboard

rsion

Name: SetMeUp-CA:7.

Country code: m Step 5:

Virtual Controller IP: 0.0.0.0 All clients

VC IPv6 Address: s

VC DNS: 0.0.0.0

1P Mode: va-only

Management: Local

Master: 10.30.156.56

1Pv6 Address: -

Uplink type: Ethernet

uplink status: up

Radius RFC3576 Listen Port: 3759

Close

T T

Usage Trends

Clients

0
20:20

100

20:25 20:30

Threughput (bps)

a

Clear the “Reboot all APs after upgrade” option, if required. The “Reboot all APs after upgrade”

checkbox is selected by default, to allow the IAPs to reboot automatically after a successful
upgrade. To reboot the IAPs at a later time, clear the Reboot all APs after upgrade checkbox.
o Click “Upgrade Now” to upgrade the IAP to the newer version.
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Upgrading an Image Using CLI:

» To upgrade an image using a HTTP, TFTP, or FTP URL:
(Instant Access Point)# upgrade-image <ftp/tftp/http-URL>

ER 10.30.156.35 - PuTTY - O X

ArubaRAP# upgrade-image °?
<url> ftp/tftp/http URL syntax

ArubaAP# upgrade-image tftp://<IP-address>/ArubaInstant Orion 6.3.1.1-4.0.0.0_xx ?

<cr>
no-reboot

ArubaAP# upgrade-image tftp://<IP-address>/ArubaInstant Orion 6.3.1.1-4.0.0.0 xxxx

» To upgrade an image without rebooting the IAP:
(Instant Access Point)# upgrade-image2-no-reboot <ftp/tftp/http-URL>

P 10.30.156.35 - PuTTY — m] X

ArubaAP# upgrade-image2-no-reboot http://<IP-address>/ArubaInstant Orion 6.3.1.1-4.0.0.0 xxxx

Upgrade is triggered.
Please type "show upgrade" to get the result.
ArubaAP#

» To view the upgrade information:
(Instant Access Point)# Show upgrade info

Image Upgrade Progress

Mac IP Address AP Class Status Image Info Error Detail

d8:c7:c8:c4:42:98 10.17.101.1 Orion  image-ok image file none
Auto reboot: enable

Use external URL: disable
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To upgrade locally managed IAPs using activate:

Please follow the steps given below to upgrade the IAP cluster from Aruba Activate, for both single IAP
model cluster and mixed IAP model cluster:

Note: Please do ensure that the IAPs have a valid IP configuration, a DNS IP and an internet connection.

Login to IAP cluster WebUI

- a X
a B hitps//sctmeup anbanewors.com 33/ B~ © Cotiicsteeror €] @ tosant
Welcome to Instant
aruba WAL
el CONTROLER
Username:
Password:
Login
Intermets Detection disabicd
Activeuplink:  etho
Cellular Provider:  No moden installed
Cellular Signal: No madem installed
Primary VPN: Mot configured
Secondary VPN: Mot conligured
Engish | ~] AirWave: Mot canfigured

1. From the side menu, under "Maintenance", click on “Firmware”.

System RF Security Maintenance | More~ | Help Logout
VIRTUAL Maintenance Help
contRoLLER | SetMeUp-CA:7. I
Abaut | ion | Certificates | Firmware | Reboot | Convert |
@ LNetwork D1 < t Ve 6.5.4.3_61355 (Digit:
urrent Version: 6,5.4,3_ igi .
Name = Clients Mame Step 2: ESSID Step 1.
SetMeUp (SetheUp-CA:7 0 a6:bd | Manual pZ:
P EE ® Image file Image URL
Image file for new version (Hercules):
Brouse
4] Reboot all APs after upgrade
Automatic
= SetMeUp-CA:74:6C Monitoring IDs AirGroup Configuration
S 3: ‘- Check for New Version
Info tep 3: Usage Trends
Name: Clients
Country code: prs
Virtual Controller IP: 0.0.0.0 All clients
VC IPvE Address:
VCDNS: 0.0.0.0
1P Mode: va-only
Management: Local
Master: 10.30.156.56
1Pv6 Address: - 19:45 19550
Uplink type: Ethernet
Uplink status: Up Close Threughput (bps}
Radius RFC3576 Listen Port: 3799 o
C T T
== ——=
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aruba

e Pasars
Envepcs oy

& 1 Network

Name

VIRTUAL
CONTROLLER

Clients

SetMeUp (SetMeUp-CA:7. 0

=+ New

[—=
Info

Name:
Country code:

Virtual Controller IP:
VC IPv6 Address:

VC DNS:
IP Mode:
Management:
Master:

IPv6 Address:
Uplink type:
Uplink status:

Radius RFC3576 Listen Port:

SetMeUp-CA:74:6C

SetMeUp-CA:7.

ARUBA INSTANT UPGRADE PROCEDURE

D 3
Name|
a8 bd|
acta3

Step 4:

SetMeUp-CA:7...
N

0.0.0.0

0.0.0.0

va-only

Local
10.30.156.56
Ethernet

Up
3799

RF Dashbuar‘r

Al clients.

Click on the “Check for New Version” button.

Maintenance

About | C | Certificates | Firmware | Reboot | Convert |

New version available System RF Security Maintenance | More- | Help Logout

Help

Current Version: 6.5.4.3_6195% (Digitally Signed - Production Build)

Manual

URL for AP214/215/224/225/226/274/275/277 (Centaurus)

URL for AP314/315/324/325 (Hercules):

[#/ Reboot all APs after uparade

Automatic

New Version available 8.5.0.5-8.5.0.5_73491

Upgrade Now

o

Step 5:

Monitoring

Close.

latest available version displayed.

version through the Activate Server.

aruba

VIRTUAL
vk Paciard CONTROLLER
Ermacoromy
QS@ 1 Network
Name Clients
SetMeUp (SetMeUp-CA:7. [}
- New

) acza3:le:c5:8b:7e

Info

Mame: aciadilecsiBbiTe
1P Address:  10.30.156.58
Mode: Access.

Spectrum: Disabled

Clients: 0

Type: 215(indoor)

1Pv6 Address: -

Serial number: CK0026730

CPU utilization: 5%

Memory free: 133 MB

MAC: ac:a3ilercs:sb:i7e

B 2

Name
38:bd|

Overview

Neighboring Al

Neighboring €I

ESSID

DS AirGroup

I

Access Point

Configuration 1 Alert

Usage Trends

Clients.
20:20 20:35 20:30
Throughput (bps)

The IAP will contact the “Activate Server” to get the latest available version and you will see the

Click on the "Upgrade Now" button to upgrade all the IAPs automatically to the latest available

New version available System RF Security Maintenance | More+ | Help Logout

i el

About | Configuration | Certificates | Firmware | Reboot | Convert |

Current Version: 6.5.4.3_61953 (Digitally Signed - Production Build)

A

Confirm Firmware Upgrade

All Access Points will reboot after the upgrade,
and service will be interrupted during the
reboot process.

Do you want to continue?

Upgrade Now | Cancel

RF Dashboard

Signal
All clients. )

Spesd
-

]

DS

h ac:a3:1e:c5:8b:7e

ESSID

AirGroup

Overview

Configuration

\

Access Point

Cellular 1 Alert

Radio 1: 2.4 GHz - Chan. 6

5. All the IAPs will then automatically upgrade themselves and reboot and come up to the upgraded

version.
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Upgrade Scenario Two: IAP-Managed by Aruba Central

Itis easy to upgrade to the current version using Aruba Central. The latest recommended version is already
available under the Maintain > firmware tab on Aruba Central.

Instant Access Points managing via Aruba Central.

Network Topology: For IAPs in the same Layer 2 network formed as a cluster and being managed by Aruba
Central.

Upgrading Steps:

Follow these steps to upgrade the IAP cluster to the beta code from Aruba Central:
a) Login to the Aruba Central Account.
b) Click on the menu symbol next to "All Groups".
c) Select the Group that the IAP Cluster is a part of.
d) From the side menu, under "Maintenance", click on Firmware.
e) Select the VC Name that you would like to upgrade and click "Upgrade Firmware"

f)  An upgrade firmware window will pop up, as shown below:

» Select “Recommended” and click “Upgrade”, to automatically upgrade to the recommended
version.

Upgrade Virtual Cont

are
ended () Other

Firmuare Version(®) Re

@ Now Q) Later Date

» Select "Other", to manually upgrade the IAPs and follow the steps given below:

CONFIDENTIAL © Copyright 2017. Aruba, a Hewlett Packard Enterprise Company. All rights reserved.

9



a Hewlett Packard

Enterprise company ARUBA INSTANT UPGRADE PROCEDURE

aruvbao

Upgrading IAP when compliance is “not set”:

Step 1: Click to select the IAP VC.
Step 2: Click on other to choose the type of firmware.

Step 3:
» You can choose the firmware from:

= General Availability
=  Early Availability Build
= Custom Build

CRITICAL ADVISORY

Upgrade Virtual Controllef Firmware

Firmware Version(() Recommended (8) Other

General Availability Build

Early Availability Build

Custom Build

Step 4:
=  Once you decide the type of firmware you have to click on the drop down list to view available
firmware versions:

CRITICAL ADVISORY

Upgrade Virtual Controller Firmware
Firmware Version(Z) Recommended (@) Other

GENERAL AVAILABILITY BUILD

85.0.6_74058

8.5.05 73481

2301173691

6.5.4.16 74160

6.5.4.15 73677

6.4.45.42.416 73658

e
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Step 5: Select either the “Now” or “Later Date” radio button to schedule an upgrade.

Step 6: Click on “Save and Upgrade” to upgrade the IAPs.

Manage firmware compliance

Firmware Version

@ tow Q) Later Date

If Compliance is “Set”:

= |f the compliance is “Set” that means the IAPs are already upgraded to the selected firware
version.

= |f you now decide to upgrade to any other specific IAP firmware version, then it can be only done
by changing the compliance setttings.

=  The VC check box will also be grayed out when the compliance is met.

orubQ Central Q) Search or ask Aruba Q @ # ﬁ
Y raLip g2 ¥ £9) 3HOURS
H GROUP @ ACCESS POINTS =3 SWITCH - MAS ‘ E3 SWITCH - ARUBA | @b GATEWAYS
— MANAGE ——————————

B OveRviEW Fiter By Upgrade Status £ Manage Firmware Compliance
B DEVICES Show All v
Lo CLIENTS

ACCESS POINTS @
APPLICATIONS

NAME | Aps ‘ FIRMWARE VERSION | RECOMMENDED VERSION | UPGRADE STATUS | COMPLIANCE STATUS
& secuRIY [0 s | 1 ‘ 6541674180 544842416 73658 | / Firmiare upto gt e

— ANALYZE

() ALERTS & EVENTS
AUDIT TRAIL

4, TOOLS

[i) REPORTS

— MAINTAIN

I £ FIRMWARE
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We have to change the compliance in order to upgrade the IAPs to a specific version by following below
steps:

Step 1:
= (Click on Manage Firmware Compliance.

Step 2:
= Select the appropriate group.

CRITICAL ADVISORY

[ aiGroups
[ defauit

O raviar em

@ Now O Later Date

Step 3:
= Click on “Firmware version” drop down list to choose the firmware.

Manage firmware compliance

Groups

RAJ_IAP_GRP2

Firmware Version

6.5.4.16_74160

@ Now O Later Date

Cancel

B ——————————
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12



arvba

a Hewlett Packard ARUBA INSTANT UPGRADE PROCEDURE

Enterprise company

Step 4:
=  Choose the firmware.

CRITICAL ADVISORY

Custom Build

8.6.0.2 73853

86.01_73707

8.5.0.6_74058

8.5.0.5_73491 (Recommended)

24,06 73542

Step 5: Select either the “Now” or “Later Date” radio button to schedule an upgrade.

Step 6: Click on “Save and Upgrade” to upgrade the IAPs.

Manage firmware compliance

Groups

RAJ_IAP_GRP2

Firmware Versign

8.6.0.2 73853

@ Now O Later Date

Cancel

T
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Upgrade Scenario Three: IAP-Managed by Airwave

Instant Access Points can be managed completely using Airwave. This provides a great interface to manage

a huge number of IAPs in the network, making it very easy to upgrade many devices.

Instant Access Points can be upgraded from Airwave using HTTP or HTTPs. Access Points belonging to a
particular group on Airwave can be forced to upgrade using the Group Settings. An upgrade of the Master

IAP will force the slaves to upgrade as well.

On Aruba Airwave Web Ul:

Master IAP Upgrade:

The following procedure is useful for upgrading a cluster/standalone IAP. These steps include upgrading

an individual Virtual Controller using Airwave.

This will also upgrade all the other members of the cluster.

1. Go to the monitor page of the Virtual Controller (VC) that you want to upgrade. You can try to
search for the VC IP or go to the access point via the Group to which it belongs

2. Ensure that the device is either in Manage Mode/ Monitor mode with firmware updates. Devices
only under monitor mode will not be upgraded. This can be verified from the “Manage” page as

highlighted below:

Home

Groups

List

Maonitor.

Config
Compliance
Rogues Contained
New

up

Down
Mismatched
Ignored

Controller Clusters

Clients
Reports

System

NEW DEVICES up DOWN
@0 3 40

General

Name

Status:
Configuration:
Last Contacted
Type:
Firmware:

DRT Version:
Group:
Template:
Folder:

Management Mode:

Enable Planned Downtime Mode:

Notes:

Device Communication
f this device is down because the credentials on the device have

Virtual Controller Shared Secret:

Confirm Virtual Controller Shared Secret:

Settings

Name

ROGUE

@ 53

changed, update the fields below with the

CLIENTS

o

ALERTS

/No

SetMeUp-CA:74:6C

Note: If you have enabled Instant GUI Config (IGC) then all the devices will be in Manage mode.
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3. Inorderto allow devices to upgrade under Monitor mode, we have to go to AMP Setup > General
> Firmware Upgrade/Reboot Options and set the option as shown in the screenshot below:

AMP setup

>

I General

Network

Users

Roles
Authentication
MDM Server
Device Type Setup
WLSE

ACS

NMS

RADIUS Accounting
PCI Compliance

External Server

RAPIDS

VisualRF

aruvba

Home
Groups
List
Config & Audit Jobs
Monitor
Basic

Templates

" I Firmware

DRT File

Devices
Clients
Reports
System
Device Setup
AMP Setup
RAPIDS

VisualRF

Backup Interval: Weekly (@) Daily
Number of Backups to Retain Locally: 4 v
Nightly Maintenance Time (00:00 - 23:59): 04:15

License APs Usage Threshold (5-100): 90

Check for software updates from Aruba: —
Periodically check the Aruba website for notices of new software versions or critical security notifications. News will be displayed for admins on e Yes No
the Home Overview page. Software will never be updated automatically.

Automatic Authorization

Aruba Instant Options

Top Header

Search Method

Home Overview Preferences

Display

Device Configuration

AMP Features

External Logging

Historical Data Retention

I Firmware Upgrade/Reboot Options

Allow firmware upgrades in monitor-only mode: (@) Yes No —‘
Allow Rebooting Monitor Only Devices: Yes (@) No
NEW DEVICES Ur DOWN ROGUE CLIENTS ALERTS
@0 13 v 0 @53 fo /Ao

Firmware Upgrade Options

Configure the File Server IP Address to use when upgrading devices in this group. The firmware file definition must be configured to use the per-group setting.

Firmware File Server: Enter a Value —i (a)
. : ~
Enforce Group Firmware Version: Yes (o) No
Devices already in the group will be upgraded now or by schedule. Devices added to the group will be upgraded
immediately.
i ~
Allow Downgrade Of Devices: Yes (o) No

Desired Version

Choose the desired firmware version to be applied to the devices in this group. Upload firmware files on the Device Setup Upload Firmware & Files page.
Update List of Aruba Image Versions: b (C}

Aruba Instant Virtual Controller: NONE v

28,

Image Server
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4. On the above page, you can contact Aruba's Public Image server (a) and get all the files listed in
the drop-down (b) for the desired version by clicking on the Update button. If your server does
not have access to the internet or you cannot see the desired firmware then you can upload
firmware files manually using the Link for "Upload Firmware and Files" (c).

ROGUE CLIENTS ALERTS
@ 53 Ery A0 tog o
SERVER PROTOCOL  USE GROUP FILESERVER ~ FIRMWARE FILE SERVER ~ FIRMWARE FILENAME
HTTPS Disabled Arubalnstant_Draco_8 6 0 2 73853 O.bin
HTTPS Disabled
HTTPS Disabled
HTTPS Disabled
HTTPS Disabled
HTTPS Disabled
HTTPS Disabled

Make sure all the firmware are uploaded for all the model IAPs present in the cluster.

NEW DEVICES up DOWN
aruvba @0 13 4+ 0
Groups
. New Firmware File Import CSV of Group File Servers
pevices OF - |
Clients Firmware Files
Repurts TYPE o SOURCE USER  DESCRIPTION
% Aruba Instant Virtual Controller User admin AP 515
System
% Aruba Instant Virtual Controller User admin  IAP_215
Device Setup
%&. Aruba Instant Virtual Controller User admin  IAP_325
Discover
& Aruba Instant Virtual Controller User admin -
Add
P % Aruba Instant Virtual Controller User admin
Communication
ZTP Orchestrator &= % Aruba Instant Virtual Controller User admin
(a) ‘- I Upload Firmware & Files % Aruba Instant Virtual Controller User admin
Certificates 7 Firmware Files d
AMP Setup Select All - Unselect All
=]
RAPIDS
[
VisualRF —

Note: if you have different types of IAP in the cluster, ensure you upload all the required firmware for the
upgrade of the slaves, as well. This is only applicable for images that are manually downloaded and not
from our image server. To do that, navigate to “Upload Firmware and Files” (a)> Click on “add” (b)> Click
on “Choose file” (c)> Click on “Add” (d).

aruba

Home

Groups

Devices

Clients

Reports

System

Device Setup
Discover
Add
Communication
ZTP Orchestrator #™

I Upload Firmware & Files

Certificates

AMP Setup

NEW DEVICES up
@0 T 0 +

Supported Firmware Versions and Features
Firmware File

Type:

Description:
@) Upload firmware files (and use built-in firmware file server)

Server Protocal:

Firmware Filename:

DOWN

0

ROGUE
@0

CLIENTS

So

Use an external firmware file server

ALERTS

No

Aruba Device (Any Model) v

1AP_515

TFTP v

(c} ‘— Choose File | Arubalnstan.__6.0.2_73853

]
(d)
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5. Once done, go to Groups>List (a)>Move the cursor to the tool symbol (b)>Firmware(c) page of the
VC that needs an upgrade. Click on the “Upgrade Firmware” button at the bottom of the page.

aruba

Home

Groups

(a)‘— I List

Config & Audit Jobs

Devices
Clients
Reports
System
Device Setup
AMP Setup
RAPIDS

VisualRF

(b) &~

NEW DEVICES up DOWN ROGUE CLIENTS ALERTS

@0 T3 v 0 @ 53 So /A0

m New Group

Compare two groups
1-2wof 2 Groups Page 1w of 1 Choose columns Export CSV

NAME & SSID  TOTAL DEVICES DOWN MISMATCHED IGNORED  CLIENTS USAGE VPN SESSIONS UP/DOWN STATUS POLLING PERIOD

X AccessPoints - 0 0 0 0 0 -0 5 minutes

9, Pai 1P Cluster - 3 0 0 0 0 -0 5 minutes

Basic

1-2wof Page 1
Firmware (c}

Select ADRT File _|cEXlI
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6. Upon selecting the desired version click on the “Save and Upgrade Devices” button at the bottom
of the screen. This will take you to the next page.

aruba

Home

Groups
List
Config & Audit jobs
Monitor
Basic
Templates
I Firmware

DRT File
Devices
Clients
Reports
System
Device Setup
AMP Setup
RAPIDS

VisualRF

NEW DEVICES up DOWN ROGUE CLIENTS ALERTS

@0 3 v 0 @ 53 Ko /Ao

Firmware Upgrade Options

Configure the File Server IP Address to use when upgrading devices in this group. The firmware file definition must be configured to use the per-group setting.

Firmware File Server: Enter a Value
i i Yes (¢ No
Enforce Group Firmware Version: .
Devices already in the group will be upgraded now or by schedule. Devices added to the group will be upgraded
immediately.
Yes (¢ No

Allow Downgrade Of Devices:

Desired Version

Choose the desired firmware version to be applied to the devices in this group. Upload firmware files on the Device Setup Upload Firmware & Files page.
Update List of Aruba Image Versions:

Aruba Instant Virtual Controller: 86.0.2-86.0.2 73853 local v

m Save and Upgrade Devices

>
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7. Asshown below, in this page, you will find the option to enter the job name, reboot immediately,
Failure notification options, etc.

arvba

Home

Groups
List
Config & Audit Jobs
Monitor
Basic
Templates

Firmware

DRT File

Devices
Clients
Reports
System
Device Setup
AMP Setup
RAPIDS

VisualRF

NEW DEVICES up DOWN ROGUE CLIENTS ALERTS

@0 + 3 + 0 @ 53 f[o yAY]

Firmware Upgrade Job Options

Job name: Firmware upgrade job (Thu Jan |

Number of devices to interleave (1-1000): AMP may start the upgrade process for up to this number of devices at the same time. However, only one 20
device will be actively downloading & firmware file at any given time.

Number of failures before stopping the job until a manual restart (0-20, zero disables): 1

Failure Timeout (mins) (5-60): 60

Number of retries when failed (0-4, zero disables): 1

Periodic run failed upgrades interval: Disabled ~
Use "/safe” flag for Cisco 10S firmware upgrade command: Yes (¢ No
Reboot immediately after image download: ‘o) Yes No
Sequential Reboot: (Beta) Supported only for Aruba Instant Yes (¢ No
Fast Download: (Beta) supported only for standalone Aruba Instant 8.4.0+ Yes (¢ No
Allow Firmware Upgrade For Same Version: This option can be used to upgrade to Private/Intermediate Builds. Select YES if the target FW version Yes /oY No

is same as Device PW version. Else select NO

Failure Notification Options

To be notified when upgrades fail and when a job is stopped, enter email addresses of the form user@domain.
Separate multiple addresses by spaces, commas, or semicolons.

Email Recipients:
raj.vinodkumar@hpe . com

Sender Address: raj.vinodkumar@hpe.com

Cancel

start or Schedule Firmware Upgra!]ob

8. Once you click on “Upgrade” it will take you to the next page, where you can either schedule your
upgrade or Apply the changes now, as shown below:

aruvba

Home

Groups

List

Config & Audit Jobs

Monitor
Basic
Templates
| Firmware
DRT File
Devices
Clients
Reports
system
Device Setup
AMP Setup
RAPIDS

VisualRF

NEW DEVICES up DowN ROGUE CLIENTS ALERTS

@o 3 v o @53 so Ao

Confirm changes:

Controller "SetMeUp-CA74:6C"

Version 8.4.0.6-84.0.6_73542 ® 8602860273853

Scheduling Options

Specify numeric dates with optional 24-hour times (like 7/4/2003 or 2003.07.04 for July 4th, 2003, or 744/2003 13:00 for July 4th, 2003 at 1:00 P, or specify relative times (like tomorrow at noon or next tuesday st 4am). Any Unsupported time format will schedule the job immediately
Current Local Time: January 30, 2020 7:05 pm UTC

Desired Start Date/Time: Enter a Value

Schedule
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ARUBA INSTANT UPGRADE PROCEDURE

1. You can verify if the upgrade task is in progress at System > Firmware Upgrade Job Detail Page.
You also have an option to check the Firmware server log, on the same page for more information.

NEW DEVICES

aruba @0 +3

+0 @53 [o Ao
Home <
Groups
les on the Firmware & File Upload page. Initiate a firmware upgrade job
" lanage page of a devica or from the Modify Devices actions on a list of devices.
Devices ‘_ Y
pgrade jobs Page 1vof 1 Choose columns Export CSV
Clients
Firmware upgrade jobs
Reports
NAME ROLE  USERNAME CREATED STATUS  SCHEDULEDSTARTTIME  TOTALDEVICES PENDING INPROGRESS COMPLETED  FAILED
System Firmiware upgrade ob (Thu Jan 30 020) Admin  admin 113012020 932 PMIUTC. Pending 1 1 0 0
Status 1-1w of 1 Firmware Upgrade jobs Page 1+ of 1
Syslog & Traps Select All - Unselect All

Event Log Cancel and Delete Jobs

Triggers ‘
Alerts
Backups
Configuration Change Jobs

| Firmware Upgrade jobs

DRT Upgrade Jobs

2. Recent AMP Device events will

DOWN ROGUE LTS ALERTS

upgrade, as shown below:

NEW DEVICES v

aruba @0 +0

Home <
Groups

Devices

Down ROGUE CLENTS ALERTS

v3 @53 Ko Ao

EVENT

Clients
Reports

System
Status ‘—
Syslog & Traps
| Event Log
Triggers
Alerts
Backups
Configuration Change Jobs

Firmware Upgrade Jobs

DRT Upgrade Jobs

8602860 73853 (AP 515)

Performance

Download Log Files

DEVICE ID

1P ADDRESS

FOLDER

T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T

MAX INTERLEAVED DEVICES  FASTDOWNLOAD  SEQUENTIALREBQOT  REBOOT NOW

Yes

also give further information on the series of events for the

3. Upon a successful upgrade, the VC will show the new version, on the monitor page or under the
maintenance page, of the IAP GUIL.

Troubleshooting:

1. For advanced troubleshooting, you can enable glog swarm_debug and use a script glog_decoder
to decode the information to see if the upgrade command was sent to the IAP. You can also check
if the upgrade was performed using HTTP or HTTPS

2. Following commands prior to IAP reboot will also give some useful information on the IAP CLI

- show log upgrade
- show upgrade info
- show log system
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