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ClearPass Onboard Using Active Directory Certificate Services

Introduction

This document explains the use of Microsoft Active Directory Certificate Services (ADCS) to
sign Onboard device TLS certificates, versus using the ClearPass Onboard Certificate
Authority (CA) to do the signing. The use of ADCS provides for centralized management of
TLS certificates including expiration, revocation, and deletion through ADCS.

This feature has been designed to provide an easy integration of ClearPass Onboard into an
existing Public Key Infrastructure (PKI) deployment based on Active Directory Certificate
Services.

PKI Architecture

Microsoft ADCS supports numerous deployment models including single-, two-, and three-
tiered PKI hierarchies. The diagrams below represent a couple of example deployments of
ADCS. The diagram on the left represents what Microsoft calls a two-tiered architecture
with a single online root CA and separate publishing (or issuing) servers. The diagram on
the right is a three-tiered PKI architecture consisting of an offline root CA, intermediate (or
subordinate) CAs, and numerous publishing servers. No particular architecture is correct
for a given organization - it will depend upon numerous factors such as the size of the
organization, number of deployed devices, geographic dispersion, etc. However, ClearPass
integration with ADCS is possible in all Microsoft PKI infrastructures as long as the
guidelines described later in this document are followed.

g Fabrikam Root CA
= 20 Year Lifetime =
< CAO1 <3

S F
DCO1.Fabrikam.com Standalone Offline DCO1.Fabrikam.com
LDAP CDP and AIA Root CA LDAP CDP and AIA|

Publishing Location

Fabrikam Root CA
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CAO01.Fabrikam.com
Enterprise Root CA
QG
SRV1.Fabrikam.com
HTTP CDP and AIA Publishing Location
http://pki.fabrikam.com/CertEnroll

Win7.Fabrikam.com
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€ .
SRV1.Fabrikam.com ‘
HTTP CDP and AIA Publishing Location
http://pki.fabrikam.com/CertEnroll
Win7.Fabrikam.com

AD DS Forest - Fabrikam.com

Numerous web resources are available that explain the various ADCS models and how to

configure them.

The configuration and deployment of an ADCS PKI infrastructure is beyond the scope of
this document, however the section “ADCS Requirements” describes the minimum
requirements of an ADCS installation in order to take advantage of the ADCS integration

feature in ClearPass Onboard.
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Onboard Workflow

ClearPass Onboard makes use of the ADCS web enrollment to sign the device TLS
certificate(s). This is in contrast to other solutions that make use of technologies such as
SCEP. What this means, as explained in detail later, is that you will have to enable
certificate web enrollment for any user that wants to onboard their device(s).

The following diagrams show the Onboard workflow for iOS devices. The workflow for
other operating systems is similar, but there is no over-the-air provisioning. Instead, the
Aruba QuickConnect client app is required to complete all the steps in the box on the right.
The key step to note in these diagrams is at the point of TLS certificate generation
(designated with a star below).

In the typical Onboard case, a Certificate Signing Request (CSR) would be generated and
subsequently signed by the Onboard Certificate Authority (CA). When integrating with
ADCS, the CSR is still generated by Onboard, but the CSR is instead signed by ADCS. To
accomplish this signing, ClearPass will sign into the ADCS web enrollment page
(https://ADCS Web_Enrollment Server/certsrv/certfnsh.asp) using the Active Directory
credential of the user that is attempting to onboard their device. ClearPass will POST the
CSR to this web page and then retrieve the resulting signed certificate (certnew.cer).
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iOS Device Infrastructure Onboard Policy Manager
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Apple Over-the-Air
Provisioning

User authenticated
Start device enroliment (signed profile payload) for device enrollment

User accepts

enrollment profile Request for enrollment

SCEP enrollment profile )

Request device certificate using SCEP

“1 Issue SCEP

certificate for device
Install device (|~ ) . -
identity certi Request device configuration profile (signed) N
[ Generate TLS
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Device configuration profile (signed + encrypted) payload with
Onboard settings

Refresh enroliment progress page N ACtiVE Directory

Install profile and
return to Safari
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e e ( | Provisioning
Associate, HTTP GET ¥ Complete

Redirect Provisioning role
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ADCS Requirements

There are a few requirements of the ADCS environment that must be met in order for
ClearPass Onboard to function correctly.

Components Required

The following Windows Server Roles and Role Services must be installed in the PKI
hierarchy. Note, however, they do not have to be installed on the same server.

* Active Directory Certificate Services
o Certification Authority
o Certification Authority Web Enrollment
o Online Responder

* Active Directory Domain Services

*  Web Server (1IS)

Web Enrollment

The ADCS web enrollment interface (typically

http://ADCS Web_Enrollment Server/certsrv) must be available for access from ClearPass,
and users must have permission to request their own certificates. When ClearPass requests
that ADCS sign the TLS CSR, it will log into the web enrollment interface as the user, POST
the Certificate Signing Request (CSR), and download the signed TLS certificate.

Depending upon the Microsoft PKI deployment model chosen, the Web Enrollment Server
and the Certificate Services Server may not be the same server. There is no requirement
that the ADCS server run any web services at all. However, a server running Microsoft IIS
with the Certification Authority Web Enrollment and Online Responder role services must
be available in the environment, appropriately connected to ADCS. The ClearPass
integration with ADCS only works through the Web Enrollment interface.

Certification Authority Web Enrollment and Online Responder role services belong to the
Active Directory Certificate Services role, not the Web Server (IIS) role. However, the IS
role is required to install those role services.

Aruba, a Hewlett Packard Enterprise Company 5
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~ Active Directory Certificate Services ﬂ AD CS Help
Active Directory Certificate Services (AD CS) is used to create certification authorities and related role services that allow you to issue and manage
certificates used in a variety of applications.
~ [ Go to Active Directory Certificate
Role Status Services
Messages: None
System Services: All Running
Events: None in the last 24 hours
Best Practices Analyzer: To start a Best Practices Analyzer scan, go to the Best Practices Analyzer
tile on this role’s homepage and diick Scan this Role
~! Role Services: 3installed ig) Add Role Services
5 Remove Role Services
Role Service - '
] Certification Authority Installed
_a Certification Authority Web Enrollment  Installed
_a Online Responder Installed

Network Device Enrollment Service Not installed

Certificate Enrollment Web Service Not installed
Certificate Enrollment Policy Web Service Notinstalled

Description:

Certification Authority (CA) is used to issue and manage certificates. Multiple CAs can be linked to form a
public key infrastructure.

ClearPass signs into the web enrollment interface as the user requesting the certificate. No
ClearPass service account is used. Depending upon the ADCS environment — whether users
can request their own certificates - this might pose a problem.

Certificate Templates

The ClearPass Onboard configuration permits you to specify the ADCS Certificate Template
used to create the requested TLS certificate. By default, ADCS includes a template named
User that can be used for this purpose. The User template, however, is limited by the
certificate fields it supports. Specifically, the User template does not allow the setting of the
Mobile Device Provisioning Service (MDPS) attributes in the Subject Alt Name (these are
still stored locally in the Onboard database). This limitation doesn’t prevent the use of the
TLS certificates for authentication, but may affect authorization using the certificates
depending upon configuration.

In addition, the default User template does not permit setting an arbitrary Subject within
the certificate. Instead, the Subject is set based information from Active Directory including
the email address. This may or may not be a problem in your environment.

In order to create a certificate that supports the MDPS attributes and arbitrary subject, a
custom certificate template is required. A custom certificate template can also be used to
control other attributes such as certificate lifetime and key strength.

Using a custom certificate template requires enabling the capability to create certificates
with arbitrary subjects. This opens a potential security hole if the certificate web
enrollment interface is generally available to users. Users that can create certificates with
arbitrary subjects have the potential to create certificates that can impersonate other users.
It's suggested that access to the web enrollment interface only be permitted to ClearPass,
using network- or host-based firewalling or certificate policies.

Aruba, a Hewlett Packard Enterprise Company 6
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Internet Information Server (11S) Authentication

When requesting a certificate, ClearPass connects to the ADCS web enrollment interface
(typically http://ADCS Web_Enrollment Server/certsrv) to make the request. This page
resides on an IS server, which may or may not also be running the Certificate Authority.
ClearPass will log into this web page with the credential of the user requesting the
certificate, using the NTLM authentication method. This is important, because depending
upon the configuration of your Active Directory domain, you may have to make
modification to the authentication provider order for the /certsrv web page.

NOTE You will only need to make this change if you experience the failure condition described in
the Appendix section “Testing with cURL".

The screen capture below shows Internet Information Services Manager and the /certsrv
web page Authentication settings. The default list of Providers has “Negotiate” (indicating
Kerberos authentication) first and NTLM second. As stated, ClearPass uses NTLM
authentication, not Kerberos. However, in most scenarios the default order is acceptable
because ClearPass and IIS will properly skip the Kerberos authentication and move onto
NTLM - the process will succeed. Depending upon your AD domain settings, however, this
initial Kerberos authentication may fail and NTLM will not be attempted resulting in a
failed authentication attempt. This will result in no user certificate being issued.

To overcome this Kerberos authentication failure, you can simply change the Provider
order by moving NTLM to the top of the list.

™E Internet Information Services (IIS) Manager A [=] B3
&) [P saveNE » Stes » DefaitwebSte » Cerisrv » & - e~
Fle View Hep

I | ‘Authentication) -

e-H|2 & ‘:b A\ Click here to learn how to

& s No Gr l | configure Extended Protection.
E (THE oup by: Y
(-85 BALVENIE (THEFILERSfiler) f" D!‘I 0 Groupiny

) Application Pools Name = | status | Response Type |

=@ Sites Anoouse shaatid Disabled
Windows Authenticatio

=40 Default Web Enabled HTTP 401 Challenge
G- aspnet_gfen
@ -~

- oD

Select a provider from the st of available providers
and click Add to add it to the enabled providers.

Available Providers:

[reatresven] . Contentvew |

Configuration: Tocalhost applicationHost.config , <location path="Default Web Site/CertSrv"> L1

NOTE Consult your server and/or security team for the possible ramifications of making this
change.

Aruba, a Hewlett Packard Enterprise Company 7
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ClearPass Configuration

The following ClearPass configuration steps are not all the steps required to completely
configure Onboarding, but are only descriptions of the changes required to the Onboard
configuration to support Active Directory Certificate Services signing of your Onboard TLS
certificates. For a complete description of Onboard configuration, see the ClearPass

Administrator’s Guide.

Join CPPM to the Active Directory Domain (OPTIONAL)

This step is OPTIONAL: Your network configuration and authentication requirements will
dictate whether or not you need to join CPPM to the AD domain (such as the need to
support PEAP/MSCHAPv2). Joining CPPM to the domain is NOT required for the certificates
to be properly signed. ClearPass can be joined to multiple domains to support complex PKI

environments.

Navigate to Administration > Server Manager > Server Configuration and click on the
Server Name. Click Join AD Domain. Complete the form and click Save, then click Save

again.

Join AD Domain

Administration » Server Manager » Server Configuration -

Server Configuration -

B seveesconwn

(172.16.0.41)

Service Parameters System Monitoring Network FIPS

Enter the FQDN of the controller and the short (NETBIOS) name for the
domain:

Domain Controller
NetBIOS Name

Hostname:

Policy Manager Zone: default

Enable Profile: # Enable to allow this server to perform endpoint classification
Enable Performance Monitoring: @ Enable to allow this server to perform performance monitoring

@ Enable Insight
Current Master:

Insight Setting: @ Enable as Insight Master
(172.16.0.41)
DHCP Span Port: “None =
Management Port: Data/External Port:
1P Address: 172.16.0.41

Subnet Mask: 255.255.254.0

Default Gateway: 172.160.1

DNS Settings:
1P Address:

Primary
172.16.0.30

Secondary
8.8.8.8

AD Domains: Policy Manager is not part of any domain. Join to domain here.

Manage Polj

In case of a controller name conflict

(@ Use specified Domain Controller
_) Use Domain Controller returned by DNS query
) Fail on conflict

™ Use default domain admin user [Administrator]

Password [sssesneed |
Saves Cancel
7

Create an AD Authentication Source

During the certificate signing process, CPPM will log into the ADCS server via the /certsrv
web form with the username and password used to onboard. You should configure an AD
authentication source to validate the user credentials prior to submitting to ADCS. Go to
Configuration > Authentication > Sources and click Add Authentication Source.

Configuration » Authentication » Sources

Authentication Sources

Filter: [ Name 4+ contains : |
# Name A Type
il [Admin User Repository] Local SQL DB
2. [Blacklist User Repository] Local SQL DB

" _Add Authentication Source
& Import lggthentication Sources]
25 Export Authentication Sources

Description
Authenticate users against Policy Manager admin user
database
Blacklist database with users who have exceeded bandwidth
or session related limits

4 records

Aruba, a Hewlett Packard Enterprise Company
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On the General tab, enter a Name for the source, select the Type as Active Directory, then
click Next.

Configuration » Authentication » Sources » Add

Authentication Sources

I rrery | sries | summery

Name: Balyenie
Description: : AD server
4
Type: Active Directory
Use for Authorization: ™ Enable to use this authentication source to also fetch role mapping attributes
Authorization Sources:
Remove
View Details
-- Select -~
Server Timeout: 10 seconds
Cache Timeout: 36000 | seconds
Backup Servers Priority:
Move Up
Move Down

Add Backup Remove

« Backto E%  Save | Cancl |

On the Primary tab, enter the AD Hostname, the Bind DN and Bind Password, and
modify other parameters as needed for your environment. Click Next.

Configuration » Authentication » Sources » Add

Authentication Sources

General m Attributes Summary

Connection Details

Hostname:
Connection Security: N
Port: 389 (For secure connection, use 636)
Verify Server Certificate: ™ Enable to verify Server Certificate for secure connection
Bind DN: Administrator@:
(e.g. inistrator com OR cn=administrator,cn=users, dc=com)
Bind Password:
NetBIOS Domain Name: 5
Base DN: dc= Jdc= Search Base Dn
Search Scope: SubTree Search
LDAP Referrals: Follow referrals
Bind User: ™ Allow bind using user password
User Certificate : userCertificate

« Backto "“‘&  Save | Cancel |

On the Attributes tab, you need to modify the Filter Query for the filter Authentication.
Click on the Edit icon (:=')for the filter Authentication.

Configuration » Authentication » Sources » Add

Authentication Sources

General  Primary [WUUTTUCM  Summary

Specify filter queries used to fetch authentication and authorization attributes

Filter Name Attribute Name Alias Name Enabled As i
14‘Authentication dn UserDN R o °
‘ department Department

Edit/Modify
| Ty

Aruba, a Hewlett Packard Enterprise Company 9
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Modify the Filter Query so that it looks like the text below. You can simply copy this text

and paste it into the Filter Query block. The modification to the Filter Query permits the
user to sign in with either just their username (sAMAccountName) or their email address
(userPrincipalName). Click Save to save the Filter Query changes.

(& (| (sAMAccountName=%{Authentication:Username}) (userPrincipalName=%{Aut

hentication:Username})) (objectClass=user))

Configure Filter [

Attributes Browse Filter
Filter Name: Authentication
Filter Query: [(&(](sAMAcc ication
l ----- n: =user)) )

Name Alias Name Data type Enabled As i ]
1.|dn UserDN String L
2.|department Department String ]
3. title Title String L
4. company company String |
5.|memberOf memberOf String ]
6. /telephoneNumber Phone String L
7. mail Email String L
8.|displayName Name String ]
9.|accountExpires Account Expires Integer64 |

10.|Click to add...
%m

Click Next to go to the Summary tab, then click Save.

Configuration » Authentication » Sources » Add

Authentication Sources
Authentication Source has not been saved

General Primary Attributes m

General:

Name: Balvenie

Description: AD server
Type: AD

Use for Authorization: Enabled

Authorization Sources:

Primary:

Hostname:

Connection Security: None

Port: 389

Verify Server Certificate: true

Bind DN: Administrator@|
Bind Password: =~ ke

NetBIOS Domain Name:
Base DN: de= ,dc=
Search Scope: SubTree Search

LDAP Referrals:

Bind User: true

User Certificate : userCertificate
Attributes:

Filters : 1. (&(I( untName= %4, i Username})(userPri o{Auther i Username}))

(objectClass=user))
2. (distinguishedName=%{memberOf})

3. (&(sAMAccountName=%{Host:Name}$)(objectClass=computer))
4. (8&(sAMAccountName=%<{Onboard:Owner})(objectClass=user))
5. (distinguishedName=%{Onboard memberOf})

« Backto Next > || Save | (23220

Create a New Authentication Method

You need to create a new authentication method that will query the OCSP responder on the
ADCS server, instead of the local OCSP responder. To do this, begin by making a copy of the

Aruba, a Hewlett Packard Enterprise Company 10
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authentication method [EAP TLS with OCSP Enabled] and rename it to EAP TLS with ADCS
OCSP. To begin, go to Configuration > Authentication > Methods and click on [EAP TLS

with OCSP Enabled]. Click on Copy.

Configuration » Authentication » Methods m
P Name:
Authentication Methods TAddAU | poiption: EAP-TLS with OCSP enabled;
= Import A recommended for Onboard ,
SSEXpOrt Al ype: EAP-TLS
Session Resumption: Enable
# | Namea Type Description Session Timeout: 6 hours
11. [EAP PEAP Without Fast Reconnect] EAP-PEAP EAP-PEAP with Fast Reconnect disabl || Authartzation Required: ¥ Enable
nboar Certificate Comparison: GonoTeonTe
12. [EAP SIM] EAP-SIM Default settings for EAP-SIM : :
Verify Certificate using OCSP: [ Required
13. [EAP TLS] EAP-TLS Default settings for EAP-TLS .
Override OCSP URL from Client: o Enable
14.‘ [EAP TLS With OCSP Enabled] EAP-TLS EAP-TLS with OCSP enabled; recomr OCSP URL: http://localhost/quest/mdps_ocsp.p
153 [EAP TTLS EAP-TTLS Default settings for EAP-TTLS
16. [MAC AUTH] MAC-AUTH Default settings for MAC-AUTH m m
17. [MSCHAP] MSCHAP Default settings for MSCHAP @
18. [PAP] PAP Default settings for PAP
19. [SSO] PAP Default settings for SSO
I« Showing 11-19 of 19 Export | | Delete

Click on the newly copied authentication method. Change the Name to EAP TLS with ADCS
OCSP, and modify the OCSP URL to match the actual ADCS OCSP URL (typically
http://ADCS Web_Enrollment Server/ocsp) and click Save.

Edit Authentication Method °

Name: EAP TLS With ADCS OCSP.
Configuration » Authentication » Methods - .
Description: EAP-TLS with ADCS OCSP
Authentication Methods T Add Aut enabled
Authentication method Copy_of_[EAP TLS With OCSP Enabled] added successfully Y IETP“rrttp Type: EABTLS
» Expol
=
< - N Session Resumption: Enable
Filter: | Name 4+ contains : | s ﬂm Show (10 ) record | ~ 000 . hours
# | NameA Type Description Authorization Required: @ Enable
1. [Allow All MAC AUTH] MAC-AUTH Default settings for Allow All MAC-A{ || Certificate Comparison: Do not compare
2. [Anonymous EAP TLS] Anonymous-EAP-TLS Default settings for Anonymous EAP] || Verify Certificate using OCSP: [ Required
EAP-GTC method to use with Aruba Override OCSP URL from Client: & Enable
2 P ER ) s Windows OCSP URL: http:/,
4. [Authorize] Authorize Default settings for Authorize
5. CHAP CHAP Default settings for CHAP
o : BT sqel EX
6. Copy_of_[EAP TLS Wjth OCSP Enabled] EAP-TLS EAP-TLS with OCSP enabled; recom
173 [EAP FAST] EAP-FAST Default settings for EAP-FAST
8. [EAP GTC] EAP-GTC Default settings for EAP-GTC
9. [EAP MD5] EAP-MD5 Default settings for EAP-MDS
10. [EAP MSCHAPV2] EAP-MSCHAPV2 Default settings for EAP-MSCHAPv2
Showing 1-10 of 20 B> B{ Export | | Delete

Create New Services

Create new services to support Onboarding of devices. To do so, use the Service Template
Onboard. This will create numerous configuration elements, including:

1. Services: Onboard Provisioning, Onboard Authorization, Onboard Pre-Auth

Role Mapping: Onboard AppAuth Role Mapping

3. Enforcement Policies: Onboard AppAuth Policy, Onboard Pre-Auth Policy, Onboard
Provisioning Policy

4. Enforcement Profiles: Onboard Post-Provisioning, Onboard Pre-Provisioning,
Onboard Session Timeout

N

Aruba, a Hewlett Packard Enterprise Company 11
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NOTE These instructions regarding the use of Service Templates apply to CPPM version 6.3 and
above. The Service Templates in versions prior to 6.3 operate in a slightly different manner.

Configuration » Start Here

Service Templates -

‘Configuration » Start Here
General

Configuration » Start He

Service Templates - Onboard

Wireless Network Settings

Onboard

[ et Provisioning Wireless Network Settings

- Service Templates - Onboart
Provisioning Settings

General  Wireless Network Settings

Enable the days on which onboarded d < Back to Start Here

Configuration » Start Here
Service Templates - Onboard

R s oworksanss

e
[ancy

Device Acces|| €

Name Prefix:

Wireless SSID for Onboard Pro

visioning=:

flet> b arion  Canca |
Days allowed for access™: @ Monday M TUESoay & Weanesas V@ Thursaay @ Frios V& Sataros, Y @ sunaay
exists, or create a ne
< Back to Start Here Next> [ Cancal |
: [iana600-1 ;
1721605
Anuba
RADIUS Shared Secret:  [ssssassssnennss
Enable RADIUS CoA: ]
RADIUS CoA Port: 3799
| € Back to Start Here [TF3] Add Service | Cancel |

P A somic | canc

Once you reach the Summary tab, click Save.

m Setvice

Configuration » Services » Edit - ADCS Onboard Authorization

Services - ADCS Onboard Authorization

The g imp
= Added 1 device(s)

- Added 1 role mapping policies

= Added 2 RADIUS enforcement profile(s)

= Added 1 Generic enforcement profile(s)

= Added 3 enforcement policies

= Added 1 Aruba 802.1X Wireless service(s)

= Added 2 Aruba Application Authentication service(s)

were

Authorization Roles Enforcement

Service:
Name:
Description:
Type:

Status:
Monitor Mode:

More Options:

Service Rule

Match ALL of the following
Type
1.|Application

2.|Application:ClearPass

Authorization:
Strip Username Rules:
Authorization Details:
Roles:

Dala Mannina Dalicu:

« Back to Services

ADCS Onboard Authorization

Onboard Authorization Service for Applications
Aruba Application Authorization

Enabled

Disabled

Authorization

conditions:
Name Operator Value
Name EQUALS Onboard
Device-Name EXISTS

[Guest User Repository]

ADCE Anhaard AnnAuth Dala Mannina

[t ] ooy JE] orc]

Next you need to modify the services Onboard Provisioning and Onboard Pre-Auth to add

your Active Directory server as an authentication source. Go to Configuration > Services
and click on each of the above services in turn. For each service, go to the Authentication
tab, add your AD server to the list of Authentication Sources, and move the AD server to
the top of the list. Click Save after modifying each service.

Aruba, a Hewlett Packard Enterprise Company
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Configuration » Services » Edit - ADCS Onboard Pre-Auth

Services - ADCS Onboard Pre-Auth

Configuration » Services » Edit - ADCS Onboard Provisioning

. .. . egyice thenticatiol les EDfo
Services - ADCS Onboard Provisioning LA M| Authentication [T reement

Authentication Sources: Balvenie [Active Directory) Move Up Add new Authentication Source
Summary | Service [EWNTTLEREETY Roles  Enforcement [Guest User Repository] [Local SQL DB]
Authentication Methods: [EAP TLS With OCSP Enabled] Move | View Detalls_|
[EAP PEAP Without Fast Reconnect] Move D| | WMoy |
Ramo ~——Select to Add~- :
View D¢l
Modif | Strip Username Rules: Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
—-Select to Add~-
Authentication So@‘nalumg [Active Directory] Move Up Add new Authentication Source

- ]
[Onboard Devices Repository] [Local SQL DB]

--Select to Add-~

Strip Username Rules: @ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
J:user
If username precedes domain name, use user:<separator> (e.g., user:@)
Otherwise, use <separator>:user (e.g., \:user)

You need to further modify the service Onboard Provisioning to remove the Authentication
Method [EAP TLS with OCSP Enabled] and add the new Authentication Method EAP TLS
with ADCS OCSP created above. To do so, go to Configuration > Services, click on the
Onboard Provisioning service, then on the Authentication tab. Remove the Authentication
Method Authentication Method [EAP TLS with OCSP Enabled], then add EAP TLS with
ADCS OCSP. Place this method at the top of the list.

Configuration » Services » Edit - ADCS Onboard Provisioning

Services - ADCS Onboard Provisioning

Summary Service Authentication Roles Enforcement
Authentication MethegST | EAP TLS With ADCS OCSP. Move Up Add new Authentication Method
~-Select to Add-- +
Authentication Sources: Balvenie [Active Directory] Move Up Add new Authentication Source
(Guest User Repository] [Local SQL DB] Move Down
[Onboard Devices Repository] [Local SQL DB] ™ Remove |
View Details
Modify
--Select to Add--
Strip Username Rules: ™ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

[:user
If username precedes domain name, use user:<separator> (e.g., user:@)
Otherwise, use <separator>:user (e.g., \:user)

« Back to Services =4 s% | Cancel |

Modify Certificate Trust Lists

You need to add the ADCS root certificate to both the CPPM Certificate Trust List and to the
Onboard Certificate Store. To begin, you need to first download the root certificate from the
Active Directory Certificate Server. You can obtain the root certificate by browsing to the
ADCS Web Enrollment Server, to the URL http://ADCS Web Enrollment Server/certsrv.
Click on the Download a CA certificate, certificate chain, or CRL link, select Base 64 as
the Encoding Method, then click on the Download CA certificate link.
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£ Microsoft Active Directory Certificate Services - Internet Explorer

G@.;\ o locabost ==, O 7] | 2| (& Maosoft Actve Drectary C... x |11

Using Active Directory Certificate Services

Microsoft Active Directory Certificate Services — cloud-AD-CA £ Microsoft Active Directory Certificate Services - Internet Explorer

Use this Web site to request a certificate for your Web browser, e-mail client, or other|

certificate, you can verify your identity to people you communicate with over the Web| Download a CA Certificate, Certificate Chain, or CRL
messages, and, depending upon the type of certificate you request, perform other se:

M= E3
6’\0;‘ p://localhost/certs D'I “s 2 Maosoft Active Drectory C... X I
Welcome
Microsoft Active Directory Certificate Services — cloud-AD-CA Home

. To trust certificates issued from this certification authority, install this CA certificate
You can also use this Web site to download a certificate authority (CA) certificate, cer]

certificate revocation list (CRL), or to view the status of a pending request

For more information about Active Directory Certificate Services, see Active Directory| CA certificate:
Documentation

Select a task:
Request a certificate

View the status of a pending certificate request

Download a CA certificate cemﬁcale@haln or CRL Encoding method:

ODER

@ Base 64
Install CA certificate
Download CA cemhcgte
Download CA certifica-e chain
Download latest base CRL
Download latest delta CRL

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method

To add the root certificate to CPPM, go to Administration > Certificates > Trust List and

click Add Certificate. Select the certificate that you downloaded from ADCS, click Add
Certificate.

Administration » Certificates » Trust List

Certificate Trust List  Add Certificate
1 Certificate(s) added to the trust list

Filter: [ Subject 41 [ contains + | I G show (10 ) records
# () Subjecta Validity Enabled
1.|[) C=BE, O=GlobalSign nv-sa, OU=Root CA, CN=GlobalSign Root CA valid Disabled
2 C=DE, O=TC TrustCenter GmbH, OU=TC TrustCenter Universal CA, CN=TC TrustCenter

Universal CA I

5.|) C=6B, ST=Greater Manchester, L=Salford, 0=COMODO CA Limited, C\ikianbutbinad
: Assurance Secure Server CA

4.|0 on= : Root CA, DC= , DC=

Certificate File: Choose File

" root_ca.pem

[ca Cotcats | Gancel

You also need to add the ADCS root certificate to the ClearPass Onboard certificate store.

Within ClearPass Guest, go to Onboard + WorkSpace > Management and Control > View

by Certificate and click Upload a trusted certificate. Select the root certificate and click
Upload Certificate.
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NOTE

ClearPass Onboard

Using Active Directory Certificate Services

Trusted Certificate Import

4§ How do Ifix this problem?

Home » Onboard + WorkSpace » Management and Control » View by Certificate

§\ There are errors with the server certificate configuration that will prevent devices from provisioning or authenticating:
The server certificate is self signed. This will cause enroliment over HTTPS to fail on iOS devices.

Complete the form below to upload digital cg
These certificates can then be provisioned to
Acceptable certificate upload formats:

PKCS#7 Binary or Base-64 (*.p7b; *.p|
PKCS#12 Binary or Base-64 (*.p12; *.

€@ Quick Help
Certificate Authority:
Certificate Type:
Filter:

Filtered by:

Common Name

[ Columns
— All —

— All —

[ | c Clear Filter

Filtering Common Name, Certificate Authority, Serial Number, Type, Valid From, Valid To, Device Type using ‘thefilers’

Software Publisher Certificate (*.spc) =)
Personal Information Exchange (*.pfx)

.
.

« X.509 Binary or Base-64 (*.crt; *.pem
¢ Root CA
.

c Refresh

Certificate Device
| Number T Valid From Valid T¢
Autho Serial Numbe ype alid Fro alid To T
2013-01-15 2018-01-15 -
7078734082370897760271022881043192626 trusted PR (T e ) [2=] None

Showing 1 - 1 of 1 (filtered)
| 10 rows per page ™

s

Trusted Certificate Import

Choose File " root_ca.pem
Choose the Trusted certificate to upload.

4 Upload Certificate

* Certificate:

* required field

Configure Onboard

There are several methods to configure Onboard, and numerous settings that can be
applied to onboarded devices. An explanation of those methods and options is beyond the

scope of this paper.

The one significant change that you need to make to your Onboard configuration is to
enable ADCS signing of the Onboard TLS certificates. Within ClearPass Guest go to
Onboard + WorkSpace > Deployment and Provisioning > Provisioning Settings >

General tab, and set the Signer as Active Directory

Certificate Services. Enter the ADCS

URL, which is typically http://ADCS Web_Enrollment Server/certsrv. Also enter the ADCS

Template, which should either be User (if you're using the default certificate template), or

the name of your custom template.

Home » Onboard + WorkSpace » Deployment and Provisioning » Provisioning Settings

Provisioning Settings

rtificate is not trusted by Apple. This will cause enrollm

§ How do I fix this problem?

Use this form to make changes to the basic configuration options for device provisioning.

A\ There are errors with the server certificate configuration that will prevent devices from provisioning or authenticating
ent over HTTPS to fail on iOS devices.

Device Provisioning Settings

3 Upload a code-signing certificate

Onboard Client

H‘ General rﬁ Web Login 105 i0S & 0S X Ay Windows
ADCS Test
* Name:
ame: Enter a name for this configuration set.

Description:
Enter a description for the configuration set.
The Filers

* or Enter an org name for this g set.
The organization name is displayed by the device during provisioning.
Identity

These options control the generation of device credentials

* Certificate Authority: | | Onboard CA st

* o | Active Directory Certificate Services +
Signer; Active Directory Certificate Services %
Select the source that will be used to sign TLS client certificates.

Select the certificate authority that will be used to sign profiles and messages.

)

* A u: Ihtte// :/certsrv
D Enter the URL of the Active Directory Certificate Services server.

* . luser
ADCS{iemplate; Enter the template to use when signing a certificate.
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Click Save to save the provisioning settings page.

Limitations/Caveats

There are some limitations and caveats that you should be aware of when implementing
ADCS signing of your TLS certificates. These have been noted previously in this document,
but are collected here for reference.

* Though the TLS certificate is signed by ADCS, a copy of the certificate is maintained
within ClearPass Onboard. This is to facilitate certificate expiration checks so that
users can be notified when their certificate is about to expire. If configured correctly,
the OCSP check will be performed against ADCS, which is where the certificate
management should take place.

*  You cannot revoke the TLS certificates from within Onboard, you must do so within
ADCS. This centralizes management of the device certificates.

*  You need to configure an ADCS URL for OCSP. As mentioned previously, all TLS
certificate management should be done through ADCS. If using the default User
certificate template, a manual override of the OCSP URL is required since the
template doesn’t include that attribute.

* Users must have permissions to use the ADCS web enrollment interface. This
implies that they can manually create certificates outside of the Onboard workflow
if they know the ADCS certificate enrollment URL. You can use a firewall to prevent
access to this URL from all but ClearPass.

*  You should also limit access to the ADCS web enrollment interface if you're using
custom templates that allow setting of the certificate subject. Making the web
interface generally available would allow creation of certificates with arbitrary
subjects, meaning a user could request a certificate in the name of another user.

¢ All users must be in Active Directory. Users from other authentication sources such
as Local or Guest cannot be used as they will not have the permissions to create
certificates.

* ADCS is only used for the final TLS certificate. Certificates used during enrollment
(temporary identity certificate, profile signing certificate) must still be managed by
Onboard.
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Appendix

Installing and Configuring Microsoft ADCS

The installation and configuration of Microsoft Active Directory Certificate Services is
beyond the scope of this paper, however the following linked articles might be of use to
you. Aruba takes no responsibility for the content of the articles.

Designing and Implementing a PKI: Part [ Design and Planning
Designing and Implementing a PKI: Part II Implementation Phases and Certificate
Authority Installation
Designing and Implementing a PKI: Part III Certificate Templates
Designing and Implementing a PKI: Part [V Configuring SSL for Web Enrollment and
Enabling Key Archival
Designing and Implementing a PKI: Part V Disaster Recovery
OCSpP
o Implementing an OCSP responder: Part [ Introducing OCSP
o Implementing an OCSP responder: Part Il Preparing Certificate Authorities
o Implementing an OCSP responder: Part Il Configuring OCSP for use with
Enterprise CAs

MDPS SAN Fields

(0J1)) Meaning Example
1.3.6.1.4.1.14823.1.5.1.1 Device i0S
Type
1.3.6.1.4.1.14823.1.5.1.2 UDID b837d9e7c2a9c9¢c5fe263746e765c3160b6e8f
1.3.6.1.4.1.14823.1.5.1.5 MAC 01:02:03:04:05:06
Address

1.3.6.1.4.1.14823.1.5.1.6 Product iPad2,5

Name

1.3.6.1.4.1.14823.1.5.1.7 Product 10B329

Version

1.3.6.1.4.1.14823.1.5.1.8 Username fred
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Testing with cURL

Using the open source command line utility cURL, you can test whether the user account
you are using to onboard can successfully log into the Web Enrollment web page. This tool
should be used from a system other than ClearPass, as you won'’t have access to the shell on
ClearPass.

cURL should be run with the following options. These correspond exactly to the options
that ClearPass uses to request the certificate.

* -—v:verbose

* —k:insecure (ignores SSL certificate errors)

* -u user|[:password]: the username to sign in with and optionally the password.
If the password isn’t supplied on the command line, it will be asked for.

* —-ntlm: force NTLM authentication method

* URL: this should be https://Web_Enrollment Certificate Server/certsrv/. Make sure
to include the trailing slash.

Success

In a successful request, you should look for a “200 OK” HTTP response, as well as Javascript
from the /certsrv page and the <HTML> </HTML> tags.

> curl -v -k -u fred:password --ntlm https://balvenie.example.com/certsrv/
* About to connect () to balvenie.example.com port 443 (#0)

* Trying 172.16.0.30... connected

* Connected to balvenie.example.com (172.16.0.30) port 443 (#0)

* successfully set certificate verify locations:

*

CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
SSLv3, TLS handshake, Client hello (1):
SSLv3, TLS handshake, Server hello (2):
SSLv3, TLS handshake, CERT (11):
SSLv3, TLS handshake, Server finished (14):
SSLv3, TLS handshake, Client key exchange (16):
SSLv3, TLS change cipher, Client hello (1):
SSLv3, TLS handshake, Finished (20):
SSLv3, TLS change cipher, Client hello (1):
SSLv3, TLS handshake, Finished (20):
SSL connection using AES128-SHA
Server certificate:
subject: CN=balvenie.example.com
start date: 2013-12-05 00:48:17 GMT
expire date: 2014-12-05 00:48:17 GMT
subjectAltName: balvenie.example.com matched
issuer: DC=net; DC=thefilers; CN=example.com Root CA
SSL certificate verify result: unable to get local issuer certificate (20),
continuing anyway.
* Server auth using NTLM with user 'fred'
> GET /certsrv/ HTTP/1.1
> Authorization: NTLM T1RMTVNTUAABAAAABOIIAAAAAAAAAAAAAAAAAAAAAAA=
> User-Agent: curl/7.19.7 (x86 64-redhat-linux-gnu) libcurl/7.19.7 OpenSSL/1.0.le
z1ib/1.2.3 libidn/1.18 libssh2/1.4.2
> Host: balvenie.example.com
> Accept: */*
>

R S S S T S T S S N N

HTTP/1.1 401 Unauthorized

<
< Content-Type: text/html; charset=us-ascii
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< Server: Microsoft-HTTPAPI/2.0

< WWW-Authenticate: NTLM
T1RMTVNTUAACAAAACQAJADgAAAAGgokCDACJuKfa8awAAAAAAAAAAKYAPgBBAAAABgGXHQAAAASUSEVGSUXFULIMCA
BIAVABIAEUARgBJAEWARQBSAFMAAQAQAEIAQOBMAFYARQBOAEKARQAEABOAJABOAGUAZgBPpAGWAZQBYAHMALgBUAG
UAJAADACWAYgBhAGWAdgBlAG4AaQB1AC4AdABOAGUAZgBpAGWAZQOBYAHMALgBUAGUAJAAFABOAJABOAGUAZgBPAGW
AZQByAHMALgBUAGUAJAAHAAgAHYyVIGbtSzwEAAAAA

< Date: Mon, 07 Apr 2014 23:42:56 GMT

Content-Length: 341

Ignoring the response-body

Connection #0 to host balvenie.example.com left intact

Issue another request to this URL: 'https://balvenie.example.com/certsrv/'
Re-using existing connection! (#0) with host balvenie.example.com

Connected to balvenie.example.com (172.16.0.30) port 443 (#0)

Server auth using NTLM with user 'fred'

GET /certsrv/ HTTP/1.1

> Authorization: NTLM
T1RMTVNTUAADAAAAGAAYAEAAAAAYABgAWAAAAAAAAABWAAAABAAEAHAAAAAEAAQAJAAAAAAAAAAAAAAABOKJIANCSk
zbN8tnOAAAAAAAAAAAAAAAAAAAAAPN+WXEf8WVDIKtUpPd8EYQD178LULbIB3GZyZWRjcHBL

> User-Agent: curl/7.19.7 (x86 64-redhat-linux-gnu) libcurl/7.19.7 OpenSSL/1.0.le
z1ib/1.2.3 libidn/1.18 libssh2/1.4.2

> Host: balvenie.example.com

Accept: */*

Voook ok %k ok ok ok AA

HTTP/1.1 200 OK

Cache-Control: private

Content-Length: 3639

Content-Type: text/html

Server: Microsoft-IIS/7.5

Set-Cookie: ASPSESSIONIDAGTCQBST=EPGBDJJBGNNCBHNEFCNJDMFB; secure; path=/
Persistent-Auth: true

X-Powered-By: ASP.NET

Date: Mon, 07 Apr 2014 23:42:56 GMT

ANANANANANANANANANANVV

<Script Language="JavaScript">

// convert a (signed) number into a (unsigned) hex string
function toHex (number) {
var sRight=(number&0xOFFFFFFF) .toString(16) . toUpperCase () ;
sRight="0000000".substring (0, 7-sRight.length)+sRight;
return ((number>>28)&0x0000000F) .toString(16) .toUpperCase ()+sRight;
}

</Script>
<HTML>

</HTML>
Failure

If the request fails, it could be for several reasons.

1. It may be that ClearPass simply cannot reach the Web Enrollment Server. This

should be obvious from error messages on ClearPass and can be tested through the

ClearPass console using the network ping command.
2. It may be that ClearPass cannot access the Web Enrollment page on the Web

Enrollment server. This is a little harder to troubleshoot because of the limited tools

on ClearPass. However, check you firewall rules and logs to see that ClearPass is
making a request but possibly being denied.

3. Ifyou Require Extended Protection on the Windows Authentication service for the

/certsrv web page, then you also get an error as shown in the following capture. The
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error returned is a little misleading because it looks like there is a
username/password mismatch but is actually caused by the Extended Protection
feature which is incompatible with the version of NTLM authentication used by

cURL.

> curl -v -k -u fred:password --ntlm https://balvenie.example.com/certsrv/
* About to connect () to balvenie.example.com port 443 (#0)
* Trying 172.16.0.30... connected
* Connected to balvenie.example.com (172.16.0.30) port 443 (#0)
* successfully set certificate verify locations:
* CAfile: /etc/pki/tls/certs/ca-bundle.crt

CApath: none
* SSLv3, TLS handshake, Client hello (1):
* SSLv3, TLS handshake, Server hello (2):
* SSLv3, TLS handshake, CERT (11):
* SSLv3, TLS handshake, Server finished (14):
* SSLv3, TLS handshake, Client key exchange (16):
* SSLv3, TLS change cipher, Client hello (1):
* SSLv3, TLS handshake, Finished (20):
* SSLv3, TLS change cipher, Client hello (1):
* SSLv3, TLS handshake, Finished (20):
* SSL connection using AES128-SHA
* Server certificate:
* subject: CN=balvenie.example.com
& start date: 2013-12-05 00:48:17 GMT
& expire date: 2014-12-05 00:48:17 GMT
& subjectAltName: balvenie.example.com matched
& issuer: DC=net; DC=thefilers; CN=example.com Root CA
*

SSL certificate verify result: unable to get local issuer certificate (20),
continuing anyway.

* Server auth using NTLM with user 'fred'

> GET /certsrv/ HTTP/1.1

> Authorization: NTLM T1RMTVNTUAABAAAABOIIAAAAAAAAAAAAAAAAAAAAAAA=

> User-Agent: curl/7.19.7 (x86 64-redhat-linux-gnu) libcurl/7.19.7 OpenSSL/1.0.le
z1ib/1.2.3 libidn/1.18 libssh2/1.4.2

> Host: balvenie.example.com

Accept: */*

HTTP/1.1 401 Unauthorized

Content-Type: text/html; charset=us-ascii

Server: Microsoft-HTTPAPI/2.0

WWW-Authenticate: NTLM
T1RMTVNTUAACAAAACQAJADgAAAAGgokCxzX1LGkHpCIAAAAAAAAAAKYAPgBBAAAABgGXHQAAAASUSEVGSUXFULIMCA
BIAVABIAEUARgBJAEWARQBSAFMAAQAQAEIAQOBMAFYARQBOAEKARQAEABOAJABOAGUAZgBPAGWAZQBYAHMALgBUAG
UAJAADACWAYgBhAGWAdgBlAG4AaQB1AC4AdABOAGUAZGBpAGWAZQOBYAHMALgBUAGUAJAAFABOAJABOAGUAZgBPAGW
AZQByAHMALgBuUAGUAJAAHAAGA31eHImMRTzwEAAAAA

Date: Tue, 08 Apr 2014 19:53:02 GMT

Content-Length: 341

AN ANAN ANV V

Ignoring the response-body

Connection #0 to host balvenie.example.com left intact

Issue another request to this URL: 'https://balvenie.example.com/certsrv/'
Re-using existing connection! (#0) with host balvenie.example.com

Connected to balvenie.example.com (172.16.0.30) port 443 (#0)

Server auth using NTLM with user 'fred'

GET /certsrv/ HTTP/1.1

> Authorization: NTLM
T1RMTVNTUAADAAAAGAAYAEAAAAAYABgAWAAAAAAAAABWAAAABAAEAHAAAAAEAAQAJAAAAAAAAAAAAAAABOKJIAPsSUY
/K5P/BBAAAAAAAAAAAAAAAAAAAAAALXDgNnfykol1KipcYoDhQNC6TkaTtXYe2ZyZWRJcHBL

> User-Agent: curl/7.19.7 (x86 64-redhat-linux-gnu) libcurl/7.19.7 OpenSSL/1.0.le
z1ib/1.2.3 libidn/1.18 libssh2/1.4.2

> Host: balvenie.example.com

> Accept: */*

>

Vok ok ok % ok ok A A A

< HTTP/1.1 401 Unauthorized
< Content-Type: text/html
< Server: Microsoft-IIS/7.5
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* gss_init sec_context () failed: : Credentials cache file '/tmp/krb5cc 0' not foundWWW-
Authenticate: Negotiate

Authentication problem. Ignoring this.

WWW-Authenticate: NTLM

X-Powered-By: ASP.NET

Date: Tue, 08 Apr 2014 19:53:02 GMT

Content-Length: 1293

AN AN A A X

<
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1"/>
<title>401 - Unauthorized: Access is denied due to invalid credentials.</title>
<style type="text/css">
&l==
body{margin:0; font-size:.7em; font-family:Verdana, Arial, Helvetica, sans-
serif;background: #EEEEEE; }
fieldset{padding:0 15px 10px 15px;}
hl{font-size:2.4em;margin:0;color:#FFF;}
h2{font-size:1.7em;margin:0;color:#CC0000; }
h3{font-size:1.2em;margin:10px 0 0 0;color:#000000;}
#header{width:96%;margin:0 0 0 0;padding:6px 2% 6px 2%;font-family:"trebuchet MS",
Verdana, sans-serif;color:#FFF;
background-color:#555555; }
#content{margin:0 0 0 2%;position:relative;}

.content-container{background: #FFF;width:96%;margin-
top:8px;padding:10px;position:relative;}
-—>
</style>
</head>
<body>
<div id="header"><hl>Server Error</hl></div>
<div id="content">

<div class="content-container"><fieldset>

<h2>401 - Unauthorized: Access is denied due to invalid credentials.</h2>
<h3>You do not have permission to view this directory or page using the credentials

that you supplied.</h3>

</fieldset></div>
</div>
</body>
</html>
* Connection #0 to host balvenie.example.com left intact
* Closing connection #0
* SSLv3, TLS alert, Client hello (1):

The messages that will appear in the Application Log will look like this:

Home » Administration » Support » Application Log

Application Log

The events and messages generated by this application are logged here. For in-depth information about an event, click on it.

o Quick Help V Filter H Export

Keywords:

Enter keywords to filter the logs. Use *- to negate and quotes to group keywords.

Active Directory Certificate Services did not issue a

4-04- :50: 72.16.1.204 1\ warnin
2014-04-08 13:50:50 172.16.1.20 —\ 9 certificate: User does not have permission to issue certificate.

2014-04-08 13:50:50 172.16.1.204 X error Cannot create EAP-TLS client certificate
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